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INTERNAL SERVICE FUNDS SUBCOMMITTEE REPORT 
December 10, 2009 

 
 
TO: Delegate M. Kirkland Cox, Chair 

Members, Joint Legislative Audit and Review Commission 
  
FROM: Senator Walter Stosch, Subcommittee Chair 
 

 
The JLARC Internal Service Fund Subcommittee met on December 10, 2009, to con-

sider rate requests from the Department of General Services (DGS) and the Virginia Infor-
mation Technologies Agency (VITA).  The Subcommittee heard presentations from DGS 
and VITA, and reviewed analyses of the rate requests prepared by JLARC staff.  The rate 
requests are attached. 

  
DGS Rates 

 
On November 2, 2009, DGS submitted for the Commission’s approval a request to 

change rates for the Division of Real Estate Services (DRES) effective FY 2011. DRES be-
gan operating as an internal service fund in FY 2009, and provides agencies with a variety 
of real estate management services. 

 
The DGS request is primarily a refinement based on experience during the first year 

of DRES operation.  It consists of reductions in two of the currently approved lease rates, 
and the addition of a fee applied to services related to lease transactions. DGS analysis of 
the first year of DRES operations revealed that DRES staff spent considerable amounts of 
time providing services—such as lease negotiations—that were not included in the first 
year’s approved rate structure. DGS believes the requested changes described below will 
result in a closer relationship between agencies’ use of DRES services and the amount they 
pay. 

  
The first two rate changes are reductions in the rate DRES charges agencies to ad-

minister single agency and master leases. The rate for services on single agency leases 
would be reduced from the current 3.25 percent of the lease value to 3.00 percent—an eight 
percent reduction. The rate for services on master leases would be reduced from the current 
five percent of the lease value to four percent—a 20 percent reduction. 
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The third and final requested change is a new hourly rate for activities related to 
lease transactions, including lease review and negotiation. As noted above, there has previ-
ously been no rate associated with these activities. DGS is requesting a rate of $68 per 
hour.  

 
Rates being charged will likely be adequate to recover the full cost of services. DRES 

is projecting total operating expenses of about $2.1 million in FY 2011, including staffing 
costs of about $1.6 million. DRES expects to collect about $2.1 million in revenue from 
agencies in FY 2011. This would result in a basically break-even year, with a minimal an-
nual operating loss of $7,316. 

 
Rates should be adequate to ensure that the fund remains solvent, but without ex-

cessive balances (barring unforeseen events or substantial deviations from current projec-
tions). DGS notes that the large amount of lease payments that flow through the fund, ap-
proximately $58 million, can make the cash balance volatile. It projects the fund balance, 
however, will remain relatively stable at about $1.2 million in FY 2011. This amount repre-
sents more than half of the fund’s anticipated FY 2011 annual operating expenses of $2.1 
million, which is higher than the 20 percent “rule of thumb” threshold for internal service 
funds. However, due to the sometimes large lease payments DRES must make on agencies’ 
behalf, a higher percentage seems prudent. 

 
The vast majority of DRES customer agencies will pay lower fees to DRES under 

this newly requested rate structure. In a few cases, DGS estimates the request to create an 
hourly rate for activities related to lease transactions will lead to increased payments for 
agencies that use DRES lease transaction services. DGS estimates that the Department of 
Conservation and Recreation, the Department of Corrections, and the Department of 
Health will be among those most affected. 
 

The Subcommittee recommends that the Commission approve all three 
DGS rates, to be effective July 1, 2010.  
 

 
VITA Rates 

 
On October 29, 2009, VITA submitted for Commission approval new or revised in-

ternal service fund rates for six computer services rates, some of which are discontinua-
tions or reductions, and others of which are increases. 

 
Discontinuation of Two Rates 
 

VITA’s rate request includes the discontinuation of two rates that pre-date the con-
tract with Northrop Grumman. The services to which these rates applied are now being 
provided by Northrop Grumman and the rates are therefore obsolete. 

 
Virtual Private Network (VPN) service. VITA received approval in November 

2001 for a rate of $16.51 per user who request VPN services. VITA and Northrop Grumman 
have now agreed that VPN services will be part of the standard service offering to custom-
ers with a personal computer, and VITA is therefore discontinuing charges previously ap-
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plied to customers using VPN services. VITA is requesting that this change be made effec-
tive October 1, 2009, and the estimated fiscal impact is an annual savings of $64,785.   

 
Legacy data center network port charges. VITA received approval in October 

2000, and November 2004, for two network port charges ($977.50 and $268, respectively) 
for customers that received router services. Routers are network devices that allow other 
equipment, such as servers and shared printers, to connect to the network. Each device that 
connects to the network uses a “port” on one of several VITA routers, and VITA charges 
customers a fee for connecting to the network referred to as a port charge. 

 
VITA reports that these port charges are no longer needed for equipment located at 

the Chesterfield data center (CESC) for two reasons. First, the rates are based on the leg-
acy services provided by the Department of Information Technology and reflect an envi-
ronment in which there were fewer devices. Since the number of devices at CESC has 
grown, the costs can be spread over a substantially higher number of devices. As a result, 
the rates are too high and VITA has been over-recovering its network costs. Second, North-
rop Grumman’s anticipated charges to VITA for network costs, which will result from re-
baselining, will not distinguish between CESC and other locations. Therefore, VITA will 
use a single port charge for all devices, regardless of location, and the discontinuation of 
these legacy port charges for devices at CESC is a step in that direction.  

 
VITA therefore desires to discontinue the legacy rates for network port charges for 

servers located at CESC. VITA is requesting that this change be made effective October 1, 
2009, and the estimated fiscal impact is an annual savings of $334,464.   

 
Reduction for Existing Personal Computer Encryption Rate 
 

Northrop Grumman provides VITA’s customers with a service that encrypts the con-
tents of a personal computer’s (PC) hard drive. The service consists of software licensing, 
maintenance, technical support (deployment, testing, and training) and ongoing technical 
support. The Commission approved VITA’s request in November 2007 for a monthly rate 
per PC of $18.83. Since that time, VITA and Northrop Grumman have agreed upon a  re-
duced unit price for PC encryption services and VITA is requesting a new rate of $9.59 per 
PC. VITA is requesting that this change be made effective November 1, 2009, and the esti-
mated fiscal impact is an annual savings of $246,683. 
 
Expanded Definition of Devices to Which 
Existing Server Disk Storage Rates Apply 

 
As part of its May 2009 rate request, VITA included a proposed redefinition of the 

services to which VITA’s server disk storage rates apply. As approved in 2004, VITA’s disk 
storage rates applied to a “shared disk environment” in which storage space was allocated 
to customers based on their actual usage. However, the rates did not apply to disk storage 
which was directly attached to a single server and was therefore not shared among all cus-
tomers.  

 
VITA is now proposing to broaden the types of services to which disk storage rates 

apply to include directly-attached storage. In other words, the existing definition is more 
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narrow and only applies to storage devices that connect to several servers. VITA now 
wishes to expand the definition, thereby incorporating more devices, to include storage 
(such as the hard drive inside a server) that is only used by one server. VITA has defined 
directly-attached storage as “hard drives that are directly attached to a server or work-
station” and that are not a part of a storage area network. 

 
In May, it was not clear what (if any) customer impact this redefinition could have. 

Accordingly, the Commission postponed consideration of the rate until VITA could assess 
the fiscal impact. VITA has now estimated the annual impact to be an increase in customer 
charges of $1,525,431, and requests an effective date of November 1, 2009. 

 
Use of Factor for Virtual Server Backup Rate 

 
The process Northrop Grumman uses to backup the data on virtual servers differs 

from that used for physical servers. As a result, Northrop Grumman fully backs-up the data 
on virtual servers each day. In contrast, the data on physical servers are incrementally 
backed up each day, and fully backed up once each week. The result is that agencies using 
virtual servers face higher backup charges than agencies using physical servers, creating 
an inequity since the services are fundamentally the same. 

 
To restore equitable cost recovery, VITA has developed and requests approval of a 

factor that will reduce the billable volume of backup data for virtual servers to an amount 
comparable to physical servers. The factor (0.244) is multiplied by the actual amount of 
storage on a virtual server, which has the effect of reducing the billable amount of storage. 
Without the use of this factor, VITA would overcharge virtual server customer agencies.  
VITA has estimated the annual impact to be $1,049,710, and requests an effective date of 
November 1, 2009. 

 
Internet Access Service 

 
The last component of VITA’s rate request is for a new service known as Managed 

Router Internet Access, which is a companion service to VITA’s existing Managed Router 
service (approved in December 2007). The existing managed router service allows agencies 
to connect to the State’s network (i.e., the Wide Area Network) and the rate recovers the 
costs associated with Northrop Grumman’s management of that service. However, the rate 
for the managed router service does not include the costs associated with access to the 
Internet. 

 
For most State agencies, VITA reports that the costs of Internet access are included 

in the standard rates for personal computers and other devices. However, for certain agen-
cies there is a need for another approach. Specifically, some local departments of social ser-
vices (DSS) receive their IT support from local governments instead of Northrop Grumman. 
Because of this, VITA does not charge them the standard rate for personal computers and 
therefore VITA does not have a mechanism for recovering the costs of providing Internet 
access. This situation may also apply to future VITA customers, such as institutions of 
higher education. The proposed Managed Router Internet Access service would allow cer-
tain designated agencies to use the State’s network to connect to the Internet and provide 
VITA a means of recovering those costs. This new service is deployed in conjunction with 
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the Managed Router Service that was established in 2007 and also uses a tiered rate struc-
ture where the charges increase as the speed of the Internet connection (or bandwidth) in-
creases (Table 1).  

 
The total cost impact of this new rate is not known because it depends upon the 

bandwidth option that will be chosen by each local DSS office that will use the service. 
However, VITA reports that it will coincide with reduction of personal computer charges to 
the affected DSS offices. Also, the effective date is not known, because it depends upon the 
completion of negotiations with Northrop Grumman over a contract amendment that will 
memorialize this service. Of note, the proposed amendment will require each customer to 
use the service for a minimum time commitment of 36 months, in order for Northrop 
Grumman to recover its costs.  

 
Table 1: VITA Proposes New Rate Tiers for Managed Router Internet Access Service 

Network Bandwidth (Speed) Unit Proposed VITA  
Monthly Rates 

64 Kbps Per Router  $   142.68  
128 Kbps Per Router       145.75  
256 Kbps Per Router       152.41  
512 Kbps Per Router       202.26  
768 Kbps Per Router       214.52  
1.536 Mbps Per Router       246.54  
3.072 Mpbs Per Router       593.23  
6.144 Mbps Per Router       722.91  
45 Mbps Per Router    2,320.93  

Source: JLARC staff analysis of Virginia Information Technologies Agency proposed rates request. 

The Subcommittee recommends that the Commission table the rates re-
quested by VITA pending additional information about the impact of the re-
quested changes on agency budgets and any reductions that may be proposed by 
the Governor.  

 
 
 
Attachments 
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JLARC INTERNAL SERVICE FUND   
RATE REQUEST FORM 

 
Fund 
Name 

Real Estate Services 

Fund 
Description 

The Division of Real Estate Services (DRES) provides real estate 
portfolio management, transactional, and strategic planning services to 
state agencies through a collaborative relationship that helps customers 
meet their real estate needs while ensuring quality, efficiency, and cost 
control. 
 
DGS, DRES was formed in 2005.  In FY08, DRES began assuming 
leases from state agencies and administering those leases.  For FY09, 
DRES became a 100% Internal Service Fund activity.  Since its inception 
DRES has documented cost avoidance and/or cost savings of over 
$75M. 

 
I.  Identification of Services / Products and Requested Rate Change and Timing 
 
I.1  Please list the services / products for which the fund is requesting a rate change, 
the currently approved and requested rates, and the fiscal year the requested rate 
would be effective.  Add rows to the table below as needed.  If the justification and 
impact of each service / product being addressed is different, a separate rate request 
form may need to be completed for each. 
 

Rate 
Service / Product Currently  

Approved Requested FY Effective 

Administration of Single Agency Leases Cost + 
3.25% 

Cost + 
3.00% 

FY11 

Administration of Master Leases Cost + 
5.00% 

Cost + 
4.00% 

FY11  

Lease Transactions – Hourly Rate   - 0 - $68 per hr FY11 
 
II.  Justification for Requested Change 
 
II.1  Please insert an “x” next to any of the below reasons that characterize why the 
fund is requesting a rate change. 
 
“X” Any That Apply Reason for Requesting Rate Change 

X Expenses expected to increase / decrease 
X Agency use of products or services expected to change 
X ISF providing different products / services 
X Adjustment to better match agency use with expenses 
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II.2  Please briefly describe why the rate(s) needs to be changed. The description 
should elaborate on the reason for the requested change(s) noted in II.2 above. 
 

FY09 was DRES’s first full year of operation as the Commonwealth’s primary provider of 
leased office space.  DGS conducted a review of DRES expenses and revenue for 
FY09.  Using analysis from its FY09 review, DGS developed a forecast of expenses and 
revenue for DRES operations in FY10: 

 FY10 
Revenue Forecast  
  
Lease Admin Fees  (net)    $1,860,000.00  
CBRE Commissions  $     20,000.00  
Single Transaction Fees  $     20,000.00  
Lease Admin Fees – DGS/BFM      $     20,000.00  
Total Revenue Forecast Estimate  $1,920,000.00  
  
Expenditure Forecast  $2,122,916.00  
  
Forecast Balance  $  (202,916.00) 

DGS believes it has sufficient balances to cover the shortfall in FY10 without having to 
change fees charged to agencies.   

During our analysis, in became apparent that DRES spends a considerable amount of 
resource time providing “non-reimbursed” services to state agencies and institutions.  
The “non-reimbursed” services include real property acquisitions, lease negotiation and 
support for agency leases not administered by DRES, and leases reviewed and 
negotiated by DRES that the agency fails to execute.  The cost of these services is 
currently being recouped from other revenue sources.    Doing this is not in conformance 
with one of the basic tenets of an internal service fund, which is to appropriately allocate 
the cost of central services to the service area and fund receiving the service.   
For the FY11 and FY12, DGS completed an internal DRES budget analysis to determine 
the appropriate mix of lease administration fees and other charges necessary to correct 
this situation.  DGS believes DRES should reduce its lease administration fees in FY11 
and FY12 and recover its costs for previously non-reimbursed services from the 
appropriate agencies and institutions.   
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II.3  Please briefly describe the assumptions and / or benchmark(s) DGS is using to 
determine the amount the rate needs to change.  Refer to and provide attachments as 
necessary. 
 

 FY10 FY11  
    
Revenue Forecast    
    
Lease Admin Fees     $1,860,000.00   $   1,658,000.00   
CBRE Commissions  $     20,000.00   $        20,000.00   
Single Transaction Fees  $     20,000.00   $        30,000.00   
BFM OCH/MSC Lease Admin  $     20,000.00   $        20,000.00   

Other DRES services (i.e.)  $                -     $      387,600.00  

Total estimated 
5700 annual hrs 
* $68 per hour 

-  Real Property Acquisitions    
-  Lease negotiation support to 

agencies for agency administered leases     
-  Leases started by DRES that are 

canceled by the requesting agency     
-  Lease review/recommendation     
-  Other non-lease admin services    

    
Total Revenue Forecast Estimate  $1,920,000.00   $   2,115,000.00   
    
Expenditure Forecast  $2,122,916.00   $   2,122,916.00   
    
Forecasted Balance  $  (202,916.00)  $       (7,316.00)    

 
III.  Impact of Requested Change on ISF 
 
III.1  Please briefly describe how DGS estimates the requested change will impact the 
fund’s gain / loss in the affected fiscal years.  Please explain any substantial changes 
in magnitude or direction in the context of the fund’s historical gain / loss (provided 
below as reference). 
 
FY05 the fund was used exclusively for sales of surplus real property.  The Appropriation 
Act allowed DGS to recover 115% of its actual costs for selling property.  At the end of 
FY05, the fund had accumulated a fund balance of $108,514.  FY06 was the first year 
DRES added a master lease.  So the activity in the ISF increased, but DRES remained 
75% general funded.  During FY07, DRES added additional master leases but still 
retained its general fund to cover the majority of operating expenses.  During FY08, 
DRES continued to add master leases and toward the end of the fiscal year had begun 
assuming some of the single leases from other agencies.  FY08 was the last year DRES 
had general funds to offset a portion of its operating expenses.  In FY09, DRES had 
converted totally to an internal service fund and continued assuming single leases from 
other state agencies.  For FY10, DGS is predicting an operating loss of just over 
$100,000.  This loss can be absorbed by current fund balances.  For FY11 and FY12, 
our analysis indicates that the fund will be approximately at a breakeven point based on 
the implementation of the requested rates.              
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 2005 2006 2007 2008 2009 
Gain / Loss (%)  24% 24% (1.4%) 1.9% 
Gain / Loss ($) 108,514 490,708 759,112 (220,647) 265,630 
 
III.2  Please briefly describe how DGS estimates the requested change will impact the 
fund’s cash balance in the affected fiscal years. Please explain any substantial 
changes in magnitude or direction in the context of the fund’s historical cash balance 
(provided below as reference). 
 
Because of the large volume of cash flow through this fund (approximately $58 million in 
lease payments), the cash balance at any point in time is much more volatile.  It is 
anticipated that the operating expenses of the fund will have modest to no growth in the 
foreseeable future.  Therefore three months operating expenses or approximately 
$530,000 should be an adequate cash balance to sustain the fund.   
 

 2005 2006 2007 2008 2009 
Cash balance (% of op. exp.)  33% 54% 8% 24% 
Cash balance ($)  $492,696 $1,266,428 $1,309,852 $481,668 
 
III.3  Please briefly describe how DGS estimates the requested change will impact the 
fund balance in the affected fiscal years. Please explain any substantial changes in 
magnitude or direction in the context of the fund’s historical balance (provided below as 
reference). 
 

 
 FY10 FY11 FY12 
Revenue Forecast    
Lease Admin Fees     $1,860,000.00   $   1,674,000.00   $   1,674,000.00  
CBRE Commissions  $     20,000.00   $        20,000.00   $        20,000.00  
Single Transaction Fees  $     20,000.00   $        30,000.00   $        30,000.00  
BFM OCH/MSC Lease Admin  $     20,000.00   $        20,000.00   $        20,000.00  

Other DRES services (i.e.)  $                -     $      387,600.00   $      387,600.00  
-  Real Property Acquisitions    
-  Lease negotiation support to 

agencies for agency administered leases     
-  Leases started by DRES that are 

canceled by the requesting agency     
-  Lease review/recommendation     
-  Other non-lease admin services    

    
Total Revenue Forecast Estimate  $1,920,000.00   $   2,115,600.00   $   2,115,600.00  
    
Expenditure Forecast  $2,122,916.00   $   2,122,916.00   $   2,122,916.00  
    
Forecasted Balance  $  (180,000.00)  $       (7,316.00)   $       (7,316.00)   
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 2007 2008 2009 2010 2011 2012 
Fund balance (% of op. exp.) 59% 34% 69% 58% 58% 59% 
Fund balance ($) $1,358,334 $1,137,688 $1,403,318 $1,223,318 $1,231,318 $1,239,318 
 
IV.  Impact of Requested Change on Agencies 
 
IV.1  Please briefly describe how DGS estimates the requested change will impact the 
total amount an agency pays the ISF.  If possible, identify any agencies that may be 
affected more or less compared to other agencies. 
 
See attached spreadsheet for agency by agency breakdown of reduced service charge 
on single agency and master leases.  Agencies predominantly affected by the hourly 
work are Department of Conservation and Recreation, Department of Corrections, and 
Department of Health.     
 
IV. 2  Please briefly describe how DGS estimates the requested change will impact 
agency use of the ISF products / services.  If possible, identify any agencies that may 
be affected more or less compared to other agencies. 
 
We are not anticipating any significant change in workload due to this rate change.    
 
 
V.  Other Information 
 
V.1  Please provide any additional information DGS believes may be necessary to 
facilitate review of the requested rate change by JLARC staff, the internal service fund 
subcommittee, or the Commission.  Refer to and provide attachments as necessary. 
 
 
 
 
 
 
 
 
 
 
 

 
Please return this completed form, along with any additional information, to       

Justin Brown at jbrown@jlarc.virginia.us. 
 
 















November 2009 – Rate Requests 
 
 
Virtual Private Network (VPN) service 
 
VITA and Northrop Grumman have agreed that single factor authentication VPN services 
will be part of the standard service offering to PC customers.  VITA is therefore 
discontinuing charges previously applied to customers using VPN services. 
 
Effective October 1, 2009   
 
Legacy data center network port charge 
 
The model by which Northrop Grumman will be charging VITA for network costs makes 
no distinction between CESC and remote locations.  VITA is therefore discontinuing 
charges previously applied to customers using legacy network ports for servers located at 
CESC.    
 
Effective October 1, 2009   
 
PC Encryption 
 
Northrop Grumman has reduced the unit price for PC encryption services.  Accordingly, 
VITA requests approval of the reduced rate as shown in the attached spreadsheet. 
 
Effective November 1, 2009 
 
Direct attached server storage 
 
VITA’s approved rate for disk storage associated with servers hosted at CESC is 
applicable to the shared storage environment generally referred to as SAN or NAS 
storage.  In December, 2008 VITA requested an expansion of the definition to include 
storage that is directly attached to servers.  This request was made so that VITA could 
generate sufficient revenue to pay Northrop Grumman (NG) for storage and storage 
management services.  JLARC requested a customer impact analysis of those agencies 
using direct attached storage at CESC before granting approval of the rates.  At that time, 
NG was unable to provide VITA with sufficient detail to facilitate the impact analysis.   
 
Northrop Grumman will begin charging VITA for all storage, regardless of the 
architecture in November, 2009.  Accordingly, VITA requests JLARC approval of the 
expanded definition for server disk storage to include direct attached storage, both 
located at the CESC.   Sufficient detail is now available to facilitate the customer impact 
analysis which is shown in the attached spreadsheet.  Without expanding the definition, 
VITA will not generate sufficient revenue to pay the NG charges in full.  Additionally, 
there would be inequity among customer agencies as some would not be paying for 
services received.  
 
Effective November 1, 2009 
 



 
Virtual server backup factor 
 
As Northrop Grumman virtualized more servers, VITA discovered that charges to 
customers for backing up data associated with virtual server applications hosted at CESC 
were becoming higher than for physical servers.  Research determined that the 
architecture Northrop Grumman uses to back up data related to virtual servers is different 
from the traditional backup performed for physical servers.  Specifically, physical server 
data is generally backed up incrementally each day and fully once each week.  Virtual 
server data is backed up fully each day.   VITA was compelled to discontinue charges for 
virtual server backup until the architecture differences (and resulting billing inequities) 
could be resolved.  After numerous meetings and discussions with Northrop Grumman on 
this topic, NG continues to maintain that the backup architecture employed for virtual 
server data is the most practical and effective solution available. 
 
The goal of equitable cost recovery will be achieved by resuming billing to all customers 
who receive the benefit of backup services at CESC.  Accordingly VITA has developed 
and requests approval of a factor that will reduce the billable volume of backup data for 
virtual servers to an amount comparable to physical servers.   The factor was developed 
by determining the average amount of data backed up for physical servers during daily 
incremental backups as compared to the total backup conducted weekly.  By applying 
this factor to the volume of data backed up for virtual servers, the resulting quantity 
becomes comparable to that which is charged for physical servers.  Actual data used to 
develop this factor is shown in the attached spreadsheet.  Without the use of this factor, 
either VITA will not generate sufficient revenue to pay the NG charges in full  (as in our 
current non-bill state) or VITA will overcharge virtual server customer agencies.  
Additionally, there would be inequity among customer agencies as some would either be 
paying more than others for services received while some would not be paying anything.  
 
Effective November 1, 2009 
 
Internet Access Service 
 
Much of the work of the State Department of Social Services is performed by County 
government employees in local offices.  The Department of Social Services provides 
PC’s to these employees, however in some larger counties the PC’s are supported by 
local government IT staff and are connected to local government data networks.  Due to 
this unique situation, it became necessary for Northrop Grumman to separate Internet 
Access Services from basic PC services.  This new service is deployed in conjunction 
with the Managed Router Service that was established in 2007 and utilizes a similar 
tiered rate structure that increases in keeping with bandwidth requirements.  The VITA 
rates developed for this service follow the same tiered structure.  Rate development 
details are provided in the attached spreadsheet. 
 
Effective date will coincide with reduction of PC charges to affected DSS offices 
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