COMMONWEALTH of VIRGINIA

Lemuel C. Stewart, Jr. VIRGINIA INFORMATION TECHNOLOGIES AGENCY THBD VOICE -THEL. NO.
Chief Information Offiger 411 Fast Franklin Street, Snite 300 71t
Email: lem.stewart @ vita virginia.gov Richmond, Yirginia 23219

(804) 2235-¥ITA (8482)

November 9, 2005

Mr. Glen Tittermary

Joint Legislative Audit and Review Commission
Suite 1100

General Assembly Building

Richmond, Virginia 23219

Dear Mr. Tittermary:

VITA is submitting this package to request JLARC approval of four proposed rates for new
services and one rate reduction for an existing service. Two of the new service rates are designed to
recover VITA’s cost of supporting the Seat of Government campus area network, formerly managed by
DGS. New rates have also been established to recover the cost of two mandated governance functions in
the areas of security and project management. The one rate reduction is related to VITA’s audio
teleconferencing service. The attached narrative document further discusses the services.

At its June 20, 2005, meeting, the Information Technology Investment Board approved the two
proposed campus area network rates and the audio teleconferencing service rate reduction. The ITIB
approved the proposed new rates for governance functions at its October 25, 2005 meeting. We ask that this
package be considered by your Rates Committee at its November 2005 meeting, and if’ recommended for
consideration by the full Commission, that it be placed on your December 12 meeting agenda.

I believe you are aware that Austin Matthews recently left VITA to return to his consulting
company. While VITA recruits for a new Chief Financial Officer, I am acting in this position. We expect
Austin to continue assisting us as a consultant; he may be involved with this and/or other rates proposals.
I look forward to working with you, and welcome a meeting with you and your staff to review any of the
documentation presenied. If you have any questions, please give me a call on 371-5740 or ¢-mail me at
barb.rudolph@vita. virginia.gov.

Sincerely,

Barb Rudolph
Acting Chief Financial Officer

Attachments

C: Lemuel C. Stewart, Jr.
CIO of the Commonwealth



Virginia Information Technologies Agency
Discussion of Proposed New Rates and Rate Changes
November 2005

Proposed new rates for new services

Seat of Government Campus Network

In conjunction with the transition of the Department of General Services (DGS) into VITA,
expenses related to supporting the Campus Network for Seat of Government agencies are also
being transitioned to VITA. Through the network, both data and Voice Over Internet Protocol
(VOIP) services are made available to agencies. VITA proposes instituting a data port charge
and a VOIP port charge, each applied per agency per month to agencies with devices and/or
VOIP phones attached to the network, to recover expenses.

DGS previously recovered the cost of supporting the network through the building rent charges to
agencies. In conjunction with VITA’s implementation of the port charges, DGS will eliminate
the portion of their rent charges that were applied to recovery of the network support costs.
While the total expenses to be recovered will remain materially unchanged, there may be minimal
impact agency by agency based upon cost recovery using a different metric.

The proposed rate for VOIP services is based on 2,000 phones. Currently just under 800 VOIP
phones exist on the campus network. VITA expects usage to increase to 2,000 by the end of

FY06.

Information Technology Security Management (I'T'SM)

Providing effective information asset protection in this environment requires that VITA provide
enterprise-wide IT Security Management services that protect all agencies, guarding against any
weak links. Such protection is particularly critical in the areas of Incident Managernent and Risk
Management, the specific program areas funded by the IT Security Management fee. This fee will
fund services, detailed below, that are not funded in Security Services’ current budget.

Incident Management
Services provided under this category include:

» Development of Incident Management policies, standards, processes, and procedures
¢ Collection and management of security information across the VITA enterprise
e Forensic analysis of information collected
¢ Enterprise-wide anticipation of, response to, and eradication of information security
incidents
¢ Protection of confidentiality, integrity, and availability of Commonwealth information
assets commensurate with their criticality and sensitivity
Risk Management
Services provided under this category include:
e Evaluation of Agency Business Impact Analyses (BIAs) and Risk Assessments (RAs) to
determine IT infrastructure requirement to support critical business processes
s Development and maintenance of an enterprise-wide IT infrastructure Risk Assessment,
based on Agency BiAs and RAs
» Development and implementation of enterprise-wide risk mitigation strategies based on
the enterprise-wide IT infrastructure Risk Assessment



e Oversight and coordination of Code-mandated database and data communications audits
¢ Adequate protection of the combined IT infrastructure, based on up-to-date analyses of
individual and collective Agency business requirements

Cost Recovery
The total recovery target for this fee is $3,450,813. The fee will be charged to customer Agencies

based on the number of desktop, laptop, and tablet Personal Computers (PCs) in use by each
Agency as a proportion of the total number of PCs in use by all VITA customer Agencies. The
monthly fee is $4.31 per desktop.

Information Technology Investment Management (ITIM)

Information Technology Investment Management (ITTM) is the established Commonwealth
approach for managing technology across the investment lifecycle. The implementation of ITIM
best practices is based on the fundamental concept that the selection, control, and evaluation of
technology investments are based upon the anticipated business value of the investment. In
support of the Code-mandated responsibilities of the Commonwealth Information Technology
Investment Board (ITIB) and the Commonwealth Chief Information Officer (CIO), the VITA
Project Management Division (PMD) provides a range of services to insure the effective
application of ITIM best practices across the investment lifecycle. PMD services support early
and continuous involvement of Comumonwealth executives and agencies in the governance and
management of technology investments.

A new fee (ITIM Service Fee) is being established to fund the services provided by PMD. The
fee encompasses two general categories of services: (1) Commonwealth Governance; and (2)
Agency Oversight and Consulting.

Commonwealth Governance
Services provided under this category include:

s Agency IT strategic planning support and CIO approval of Agency IT Strategic Plans

¢ Commonwealth and agency IT portfolio management

e Development of ITIM-based policies, standards, and guidelines

¢ IT Investment Board support, which includes the annual Recommended Technology

Investment Projects (RTIP) Report
e Management and administration of the Commonwealth Project Manager Development
Program
¢  PMD process and tools development, implementation, and support (e.g. the
Commonwealth Major IT Projects Dashboard and Commonwealth Agency Technology
Strategic Planning Application)
Agency Oversight and Consuliing
Services provided under this category include:

s Review and processing of Agency Procurement Requests (APR) for CIO approval
Consultation on IT projects regarding policy and standards compliance and best practices
Review and processing of technology budget requests for CIO approval
Review and processing of major IT projects for ITIB development approval
Review and processing of major IT project RFP approvals by the CIO
Review and processing of major IT project contract approvals by the CIO
Major IT project oversight including:

o Managing and reviewing major IT project Dashboard reporting
o Advising Internal Agency Oversight Committees

e & & & & »



o Coordinating and supporting Secretariat Oversight Committees
¢ Review and approval of Statements of Work (SOW) and reports for major IT project
Independent Verification &Validation (IV&V)

¢ Review and processing of non-major IT project development approvals by the CIO

Cost Recovery
The target recovery amount is $1,741,080 annually. The total amount will be recovered through

fixed monthly fees established based on agency size and projected level of effort.

Proposed Rate Change

Audio Teleconferencing — toll free (800) service option

When establishing an audio teleconference, toll free service is one of the options available to
customers. When this option is utilized, the cost of the toll free service becomes part of the total
VITA charges to teleconferencing customers. Due to reductions in per minute rates from MCI
and reduced internal expenses, VITA proposes lowering the toll free service option rate from .28
per minute to .15 per minute.

This reduction will result in savings to customers using the toll free service option when
establishing an audio teleconference. As the customer base is not constant, no agency impact
analysis is presented.
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